onetrust

Assessment details

Name R&D - DPIA Global Clinical Development

Organization Clinical

Template PTC PIA/DPIA

Workflow Default assessment workflow

I 0¢/14/2025 11:40 AM

Date submitted 11/01/2024 02:56 PM

Last updated 08/14/2025 11:40 AM

w
B
(=]
©
o
=)
3
=~
o
@
Q.

Status Active

Result Approved

Primary record id 5

Primary record name R&D = Global Clinical trials

1/41



onetrust

Assessment questions

(1 ) General

1.1 What activity are you assessing?

Response
(R&D - Globl Clinical rials | Clinical )

1.2 Provide a description of the activity.

Response

R&D - Global Clinical trials | Clinical

Response

The types of research that fall within the scope of this DPIA are “Clinical trials® as defined by the Clinical Trial Directive (Directive 2001/20/EC) (*CTD" or the
Directive”) and as soon asit is in force, by the Clinical Trial Regulation S)Regulation (EV) no. 536/2014 relating to clinical trials on medicinal products for human
use and repealing Directive 2001/20/EC) (the “CTR" or the “Regulation”), including: - Interventional studies which trigger an intervention on the individual that
is not justified by routine care; - Interventional studies that involve only minimal risks and constraints (e.g., low intervention trials); - Research requiring the
examination of hereditary or acquired genetic features; - Biomedical research. Assets: Databases: Clinical Trial Databases are collectively defined as “CTBD”
and include all Electronic Data Capture (EDC) for all study data e.g. safety vendor/system, central lab system, central imaging, etc. Sponsor's servers
Information on the electronic systems and supoorun? assets listed above as well for all the processes, i.e. collection, retention. use, transfer, destruction that
process the following types of personal data can be found in the in applicable agreements and/or list of electronic systems in the Study Specific Annex.
Process: In principle Electronic data capture (EDC) system set-up for each trial is outsourced to a clinical vendor either

through a governance agreement or a separate agreement executed prior to the establishment of such governance agreement. because the data
management activities are outsourced to the CRO selected for the study, the CRO is responsibie for the study data (defines EDC specifications, data
validation specifications and takes care of data transfers agreements). The CRO obtains from the site coded patient level data. The study teams access the
EDC system directly. The minimization principle is applied and the platform is accessed as required to ensure the sites are entering data on an ongoing basis.
Coded patient level data is accessed through EDC. IT and Clinical QA assesses the clinical vendors prior to their appointment and before an agreement is
executed with the vendor. As part of the assessment a detailed questionnaire is being answered.

1.3 Whatis the purpose of this activity?

Response

R&D - Global Clinical trials | Clinical
Response
Justification

PTC is a life sciences company that is developing therapies especially for rare diseases and acts as a sponsor of multiple global clinical trials. During the
course of its clinical trials, certain processes remain consistent, regardless of the specific indications under investigation.
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1.4 Whatis the primary business function that this activity support?
Response
R&D - Global Clinical trials | Clinical
' Response

Justification

Processing of personal data in this context mainly relates to mdmduals who are included in clinical research studies (hereinafter “trial participants), and in
particular in interventional studies involving human beings, for the purpose of performing the clinical research in the public interest, and for which the purpose
of the research requires, prior to his/her inclusion in the research, the collection of the patient's informed consent, or that of his/her legal representatives.
Processing includes, but is not limited to, the sponsorship, conduct and management of such clinical research and the related clinical research data, with a view
to enabling the collection, entry, validity and consistency checks and analysis of such data collected in the course of the research, within the framework of the
clinical research protocol and the approved informed consent forms (“ICFs”).

Processing relates also to the collection and processing of personal data relating to legal representatives of trial participants, as applicable, as well as and
research professionals such as the study investigator or principal investigator and other research staff conducting the research within the framework of the
clinical research protocol and the research objectives.

Processing relates also the collection and processing of personal data relating to research professionals for the purpose of implementing and performing the
research, monitoring of the research professionals and compliance with the legal obligations of PTC as the sponsor of the trials, as well as processing relating
to the management of human resources and traini nl:jg

Finally, processing also relates to the collection and processing of personal data relating to employees, contractors and legal representatives of business

partners, suppliers and vendors, providing services, under a contractual arangement with PTC acting for and on behalf of PTC within the context of the clinical
research activities.

1.5 Who are the key participants in this activity?
These are the groups who will participate in planning, overseeing and camying out the processing activity.

You may also list the specific individuals involved.

Response
(Exenapates) (1) (Hers)

Justncabon

Sponsor
Sponsor is the data controller of the trial participants’ coded data in order to conduct the study and exercises oversight of each of the vendors used in the context
of the trial.

Sponsor directly contracts with the third-party vendors listed in the relevant Study Specific Annexes who are considered other data controllers or processors,
mg on the rﬁ?ectwe services, roles and responsibilities, in connection with study data activities as noted in such Annexes.
d provide attestation or confirmation of GDPR compliance.

RrSto suEprocessors 0 any) is included in the Study Specific Annexes.

Other processors and confrollers in the conduct of the study include:

- Clinical sites (collect and store dlinical data, personal medical/health records and other personal identifiable information). They shall be considered Independent
Cﬂnetargillers - Clinical sites (house clinical data collected, personal medical/health records and other personal identifiable information);

care

any member of the medlcal dental, pharmacy and nursing professions (including physicians, psychiatrists, psychologist, ndpharmacusts investigators, academic
consultants and their associated healthcare professionals such as physician assistants, advances nurse practitioners a nurses) and their support staff (such as
site coordinators, administrative assistants, etc ), formulary decision makers and other individuals not employed by PTC who are in the position to influence the
ordering, prescribing, purchase, use or recommendation of a PTC product.) conducting the study procedures. They shall be considered as Processors.
-Health care professionals, investigators as well as clinical research staff (i.e., study physicians, nurses, pharmacists, data coordinators, clinical research
coordinators, etc.) conducting the study procedures.

- Third-party vendors (i.e., CROs, database providers, direct to patient services, central laboratories, etc.) access personal data only as required per the protocol.
In principle they shall be considered Processors of the sponsor or of the clinical site, depending on the specific circumstances of the case.

- Independent committees (e.g., Ethics Committees (ECs), Investigational Review Boards (IRBs), Safety Data Monitoring Committees) act as Data Controllers
within the framework of their particular mission and tasks.
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1.6 Whois the owner of this business process?

Response
R&D - Global Clinical trials | Clinical

1.7 What is the projected go-live date?
If specific date is not known, please select the first day of the projected month.

1.8 What data is involved in the activity?

Please select the groups of individuals you are processing data about for this activity, and for each group, select the categories of data and individual data
elements processed.

Response
Suppliers/3rd party Vendors
Employment information
ob title role

1=
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Contractors
Personal identification
Employment information
Office location

g

enti
tact information
Personal
email

Financial

Bank account number

Routing number
Bank account information

g
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Patients
Personal identification
Racial or ethnic orig

Genetic
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Bank account information
Bank account number
Routing number

Credit card number

g
@
:

Contact information

Personal
email

Phone numbers
Contact details

Personal identification
Full name
Last name

First name
Education & Skills
Academic transcripts
Education and training histol
Educational
gegrees
Employment information

Business unit

Personnel number
Job title role
Office location

|

ional Experience & Affiliaions
Qualifications certifications
Professional memberships

g

regivers

tact information
Contact details

Emergency contact details
Phone numbers

Personal
email

g

Personal identification
Last name
First name
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Personal data relating to specific categories of individuals, are commonly collected and processed across all PTC sponsored interventional studies; These data
are collected by the sites in a directly identifying format through the source documentation some of which is shared with the Sponsor in a coded (de-identified)
format

- Trial participants’ personal data;
Clinical site, vendor or sponsor’s staff personal data

1.9 What operations will be performed on the data?
Please select all that apply. If you did not select any dala elements in the previous question, select "Not Applicable.”

Response
Storing k):"‘q)
Frasing Collecting )
) ( )
Justification

The investigator must ens

ure that
entified by ¢ 2 } / |

h \

The investigator must treat all information related to the study as confidential, whose use is for conducting the study. The sponsor must approve any transfer of
data not directly required by the study

All personal data collected are stored in Clinical Trial Database ("CTDE") throughout the duration of the study

Sponsor maintains organizational and security measures to safeguard Personal Data from loss, misuse, unauthorized access, disclosure, alteration or destruction

Sponsor will ensure there is an existence of safeguards in place with the CTDB such as encryption and pseudonymization. Sponsor will ensure, taking into
account the factual circumstances of the transfer in question, that an adequate or essentially equivalent level of protection is afforded to the data being
transferred

CRO will ensure those same safeguards are in place for any vendor that is subcontracted

Sponsor will conduct ongoing reviews of any security measures. Only authorized users will be able to access, alter, disclose or destroy data and will remain
within their scope of authority and delegation

To protect unlawful cross-border transfers of personal data, sponsor requires its vendors to establish and maintain appropriate safequards to protect the personal
data that is being transferred to follow all global and local requirements

All documentation relating to the study is retained for the penod required by applicable local law

The timeline for archiving data or deleting data follows national and regional laws and regulations

1.10 Where are the individuals located?
Response
R&D - Global Clinical trials | Clinica
Response

Justification
None

111 Whatis the number of individuals whose data are expected to be processed as part of this activity
Response
R&D - Global Clinical trials | Clinica

Response
1000-10.000
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1.12 Does the activity involve the processing of data of children under age 137 Please explain and specify the possible age range.

Response
(Yes)

1.13 Does the activity involve the processing of data that could reveal any of the following?

racial or ethnic origin;

political opinions;

membership of a political association;
religious beliefs or affiiations;
philosophical beliefs;

membership of a professional or trade association;
membership of a trade union;

sexual preferences or practices,
criminal record;

health data;

genetic data; OR

biometric data.

Response
{ Yas )

Justification
Clinical trials might include sensitive data, mainly health, genetic, biometric, and racial or ethnic origin data

/41
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14

|

Do you intend to anonymize or pseudonymize any of the data? Please specify and explain

Justificaton

Pseudonymization

donymized (assigned a code) by study sites before transferring to sponsor or its contractors. Specifically

;,a""

a unique

A trial participant

SS [0 re-ide
Personal d Q‘EC(:") 02 s included in a report outs:

contracted
Minimizing the amount of personal data collected

The intent of sponsor’s processes is to collect minimal personal data needed o conduct job tasks and/or functions under the defined protocol and company
and/or vendor SOPs

Are the data collected direclly from the individual, from third parties, or both?
Response
R&D - Global Clinical trials | Clinical

Response

n pnncipie onic data 6 (E 5 n set-up for each trial is outsourced to a din vend either through a
govemance agreement or a sxecuted prior to the establishment of such governance agreement

Because the data management activities are outsourced to the CRO selected for the study, the CRO is responsible for the study data (defines EDC

spedific validation specifications and takes care of data transfers agreemrvms The CRO obtains from the site coded patient level data

The study 'mm: access the -N“ system directly. The minimization principle is applied and the platform is accessed as required to ensure the sites are
entering data on an ongoing basis. Coded patient level data is accessed through EDC

IT and Clinical QA assesses the clinical vendors prior to their appointment and before an agreement is executed with the vendor. As part of the assessment a
detailed questionnaire is being answered

n 7

10. How do you get this inform
- Patients’ data ffox n the Principal Investigator of the study which has pseu
- HCPs data: from the HCPs directly or from the institution/clinical site
- Clinical vendors' staff data: from the clinical vendor directly

donymized/coded the patients’ data

What ts does the data come from?

m
@

Response

10/41



onetrust

cess the data for this activ

oDlainea, where will it spend most

that sipnorte information-relato. 2/, I/
that supports information-related aclivibic

;

2In to
me
n terms

newhere near the end

1 the storage as:

nafinne ratahacac nr an fi
calions, 0alabases, or even e ¢
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11/41



onhetrust

1.19 Who will have access lo and/or use the datz

Response
R&D - Global Clinical tials | C

Response
S T e
e o )

m——

Justiication

re transferred
ot

siem), or passwo

Where are these parties located?

Response
R&D - Global Clinical tnals | Clinica

Response

2 ) Privacy Principles

\
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2.1 What steps have you taken to ensure that the data are processed fairly?
Please choose from the following, and/or add your own.

Response

ools, settings and functionalties are dear, J

2.2 What steps have you taken to ensure that the data are processed in a transparent manner?
Please choose from the following, and/or add your own.

Response
(E:ac’ dinical trial subject receives ICF > (‘J.’:f 2 to HCPs is provided ) vided with the ability to report j
(E'nwsc* add-ons to assist with privacy are provided fo users > (Uscrs are made aware of who is collecting/using their data )
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What steps have you taken to ensure that the data are

ollected and used only for specified, explicit and legiimate purposes?

The basis for making the processing lawful forsubject data includes one or more of the
- Compliance with bal requlatory and local leg AW requirements and obligations
4 terest of the s & 0 a of
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2.4 What steps have you taken to ensure that data are not further processed in a manner that is incompatible with those purposes?

What steps have you taken to ensure that the data are limited to what is necessary for the purpose of this activity

)

are relevant to the purpose of this a

2.6 What steps have you taken to ensure that the d ity, accurate and kept up-to-date?

2.7 What steps have you taken to ensure that data are kept in a form that allows identification of individuals for no longer than is necessary for the purposes for which
they are processed?

Response

15/41
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2.8 Describe the data retention time limits

How long willl you keep the data involved in the activity?

-:nrlca".nas Clinical
Response

mwmmmmmnmw by applicable local law (€.g. Canadian regulation requires 25 years; EU
miuzsm miwmmbm mmhaMMdZWWastummbW

("3 ) Scope [Privacy/Legall

(4 ) Legal Basis

41 What legal bases are you relying on for this a

You may provide additional information in the notes field below

8 1inc1im nf the ancwer in thie niwvetinn nloaco calort "nat e1ire” and nlain
unsure of the answer lo this question, please select "nol sure” and expla

.’
\=)
N

Page 17 Omitted Below
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418 Doesthe request for consent have ALL of the following attributes?

m other

¢

e form,AND

Response

\

(Yes)

b
©o

Does the consent have ALL of the following attributes?

Itis freely given

2 specific
3. Itisinformed—i.e

/t is unambiguous

clude keeping records of.

Is evidence of consent retained to demonstrate what each individual has consented to, what they were told, and when and how they consented?

Justificabon

Yes clinical sites keep

Is there a way for individuals to withdraw their co

(1€ process of wiviara

sent in a way that is as easy as it was to give it?

busrrdancrne than the af
€ ourgensorme uian e ac
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22 ls parental or legal guardian consent obtained before collecting the data of children?

Response

4.24 s parental or legal guardian consent obtained before collecting the data of children under age 162

Response

4,33 Which of the following allows to you process the sensitive data
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(5 ) Data Transfers

Does this activity involve the transfer of data to your affiliates, subsidiaries or parent entities?

Response

- 20/41
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5.2 Does this activity involve the transfer of data to any external third parties?
Response
Justification

jtin pia

n EU, Switzerland, UK, Brazil and other non EU privacy legislations, as applicable, the laws mandate specific legal mechanisms to send data outside of the
onginal temitory where it was coliected from the data subject

F meachanism |4| alen 1 TWWE (16 II»
Pr
Pr Y
Ps

r

trancfarn h the r ¢ of tranefer imoact

Page 22 & 23 Omitted Below
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5.6 Wil any data be transfemred out of the European Union (EU) / European Economic Area (EEA)?
Please list the recipient countries in the text box below. This includes all countries where the dala will be accessed or shared.

The EU includes.

o Austria, Belgium, Bulgana, Croatia, Republic of Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Ireland, lialy,
Latvia, Lithuanis, Luxembourg, Malta, Netheriands, Poland, Portugal, Romania, Slovakis, Slovenia, Spain and Sweden

The EEA includes.

o All EU countries plus lcelana, Liechtenstein and Norway

Response

5.7 Which of the following legal mechanism(s) are in place for the cross-border transfer of personal data out of the EU/EEA?

acy decision from the European Cormi
/, (t

Click here for the list of countries that have receive
Response
R&D - Global Clinical trials | Clinical

legal transfer mechanisms vary depending on the countries and the relationship considerd (ie site/sponsor or sponsor/patient etc)

(" 6 ) Privacy Rights

6.1 Is notice of the processing activity provided to individuals at or before the point of collection of their data? Please explain.

Consider all forms of notice—e€.g., via website, mobile application, email, paper, physical e, recorded audio, oral, elc.
J (o

Response

O,

B 24 /41
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6.2 s there a way to obtain detailed information about the processing of a specific individual's data? Please explain.

Response

Justification
Patients

Sponsor collects data for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes.

Processing purposes are specified and explicit in the study protocol, the informed consent(s) and CTAs and follow all applicable legal requirements per global and
local guidelines.

- Obligations and scope of services of the respective processors are clearly identified and governed by the applicable Master Service Agreement and more
specifically within the vendor's scope of work.

- Processing lasts for the duration of the study.

- All processing activities are governed by a data processing agreement,
For EU, each processing contract sets out all of the aspects stipulated in Art. 28 of the GDPR: duration, scope, purpose, documented processing instructions,

prior authorization where a processor is engaged, provision of any documentation providing evidence of compliance with the GDPR, prompt notification of any
data breach, etc.

Clinical trial's ICF(s). The ICF describes and explains the processing that will be performed on the patient's personal data in the event he/she decides to
voluntarily participate in the study. The ICF contains easy=to-understand terms

Investigators and clinical staff

The sponsor has prepared a privacy notice that is part of the template CTA and should be distributed by the site to explain the purposes of the collection and use
of the data,

Vendors' staff data

Appropriate language is included in the vendor agreements to this effect.

6.3 s there a way to confirm whether a specific individual's data is being processed, and provide them access to that data? Please explain.
Response

Justification

- All personal data controlled at site by the investigator is retrievable upon request by contacting the investigator.

- The sponsor only has access to coded personal data. Therefore although the sponsor can be contacted through the investigator, the sponsor will not be able to
share much information nor answer many queries. The sponsor would in principle redirect the patient to the site if contacted to exercise access rights.
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6.4 s there way to transmit a specific individual's data to them, or to another service provider, in a portable and readily useable format? Please explain.
Response
Justification

Study patient's personal data:

e —————
patient can exercise their personal data ngnts by contacting the study site's personnel or s data privacy officer.
- All personal data controlled at site by the investigator is retrievable upon request by contacting the investigator.

- The sponsor only has access to coded personal data. Therefore although the sponsor can be contacted through the investigator, the sponsor will not be able to
share much information nor answer many queries. The sponsor may redirect the trial participants to the clinical site.

6.5 Isthere away to correct a specific individual's data if found to be incomplete, inaccurate or outdated? Please explain,
Response

Justification

Data subjects can exercise their rights by contacting the site directly. If the data subject contacts sponsor’s privacy officer, the data subject will be directed to
study site personnel.
Contact details of the site are provided in the ICF.

Sites are obligated by contract to manage data subjects’ questionsm
If a patient requests their personal data, the site must comply with their reques en a site Is contacted, the Information provided will be documented in the

patient's chart. The site will notify the vendor/sponsor.

All data are regulaly monitored and quality checks are implemented along with source document verification according to the Clinical Monitoring and Data
Management plans to ensure reliability and robustness along with ensuring the contract between the vendor and sponsor is maintained.

Data collected will be maintained both by system/technical controls, as well as by defined process controls.

Personal data of subjects are updated on a regular basis by clinical sites.

To ensure the highest data quality, there are data quality control measures implemented at the site incdluding routine monitoring visits per the monitoring plan and
remote monitoring.

Periodically, the sponsor or its authorized representatives audit clinical investigative centers and review core trial processes and documents to determine whether
these activities were conducted, and data were recorded and accurately reported according to the protocol, GCP guidelines, and any applicable regulatory
requirements.

6.6 s there a way to permanently stop the processing of a specific individual's data? Please explain,
Response

Justification

withdrawal of consent or opposition depending on the legal grounds applicable to the specific relationship. Everything is detailed in the corresponding privacy
notices

6.7 s there a way to temporarily restrict the processing of a specific individual's data? Please explain.
Response

Justification
Temporary restricting of processing can occur only in cases of receiving request or withdraw of consent. Or in cases of lost to follow up or in cases of death.
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Is there way to stop the transmission of a specific individual's data to third-parties? Please explain
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Have you checked to ensure that you WILL NOT take any action that could be perceived as discriminating against individuals that have exercised their privacy
rights r the law?

7 High Risk Activities

Page 29 Omitted Below
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7.4 Does the activity involve sensitive data or data of a highly personal nature?

DataGuidance.

o EDPBWP29 Guidelines on DPIAs and High Risk
o Guidance on the Data Protection Regulations 2021

Re Sponse

Justification

| Page 31 & 32 Omitted Below 30/41
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7.7 Could the activity involve data conceming any of the following vulnerable individuals? Select all that apply

Under ‘olher you may inciude any case where a power imbaiance exists in the reialionsiup between the inadivigual and the organis

DataGuidance

o EDPB/WP29 Guidelines on DPIAs and High Risk
o Guidance on the Data Protection Regulations 2021

Response

Justification

3l tnal subjects, 1

33741
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Does the activity involve any of the following? Please explair

Respons
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(_8 ) Necessity, Benefits and Harms

8.1 How necessary is this activity in relaton b the purpose? Please explain.
Consider whether there might be a less privacy-invasive way of achieving the same purpose.

Response

Justification
Itis legal obligation to collect meaningful patient data to be able to conduct a trial

8.2 Whatare the potential benefits that could occur as a result of this activity? Please explain.

Response
Q C rese "Jy

Justification
Foster scientific research, understand more about a disease or a condition, save lives

8.3 Who wil receive the benefits of this activity?

Response

(T‘Z’v):‘..i 5) QJL’ organizat f\")
A
=

Page 36, 37 & 38 Omitted Below
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(10 ) Additional Information

)4 You're done!

Page 40 & 41 Omitted Below




Annex Data Processing Impact Assessment for Milan Site
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Assessment details
D 165
Name Milano Site Clariphy Study
Organization PTC Therapeutics, Inc.
Description PTC declares: publishing an extract of the DPIA on your institutional website containing essential information on the processing, the purposes
pursued, the categories of data processed, the individuals involved, and the safeguards adopted; providing advance notification of the research program
to the Htalian Data Protection Authority (Garante per la Protezione dei Dati Personali), pursuant to Article 110, paragraph 1, of the Privacy Code; providing

the Authority with all the documentation necessary for the evaluation of the research program, induding the complete DPIA; awaiting the Authority's ruling
before proceeding with data processing without consent, if requested.”

I
Respondent [l Ferando Cortes

Template Clinical Annex Template v.3 (Based on OnePIA (Full) = 7.2.2) (Copy)

Workflow Default assessment workflow

Date created 05/19/2026 03:28 PM

Primary record id 5

Primary record name R&D - Global Clinical trials

Template version 3

I -
[ ]
[ B

1/13
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TR Study specific Annex_ ITALY PKU_2026 |

Assessment questions
(1) General Details of the Study

1.1 What activity are you assessing?

Response
(RaD - Giobal Cinical tiais | Cinical )

1.2 Point of Contact for the Study
Response
R&D - Global Clinical trials | Clinical

DPIA questions: dataprivacy@ptcbio.com
subject line: PKU-2025-01 IT_Milan

1.3 Description
Response
R&D - Global Clinical trials | Clinical
Response
an observational retrospective cross-sectional multicentric study based on hospital clinical records aiming at characterizing patient
populations with PKU and their therapeutic management in 8 Italian centres. It is to be performed by using an electronic data collection form adapted for both
adult and pediatric patients. Consult protocol (Annex M3) for details. '

: _ _ Phwﬂpsoudmwnhopaﬁentdataaceadhgbacodihgsysbmodyaécess&ﬂotohom.
Access to the eForm will be orovided to Pls throuah a link in the welcomina kick off mail i =
[ _'The mail and link will be shared with the orincipal

investiaators and the collaboratina researchers appointed per centre.
PTC will only receive statistical analyses periormed as described in the aporoved protocol. The overall
proved by Bari's Ethics committee as the reference centre. 1e(

1.4 Aims and Objectives of the Study

Response
Characterizing patient populations with PKU and their therapeutic management in 8 Italian centres.

1.5 Phase of Clinical Trial
Response

( Observational Study )

1.6 Has the Protocol been approved by authorizing bodies/ethics committees?
Response

Yes, the overall project has been approved by Bani's Ethics committee as the reference cenire

223
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1.7 Protocol Code Number

Response
PKU-2025-01

1.0 Study Status
Response

Not yet recruiting

1.10 StartDate

Response

9 08232026

1.11 End Date
Response

9 0110172027

1,12 Where are the individuals located?
Response
R&D - Global Clinical trials | Clinica
Response

Justification

1,13 Whatis the number of individuals whose dala are expecled to be processed as part of this activity?
Response
R&D - Global Clinical trials | Clinica
Response

3/13
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1.14 s this a multi-site study?

Response

(Ves)
N/

1.15 Does the activity involve the processing of data of children or minors? Please explain and specify the possible age range.

Response
Yes

——/

1,16 Are there any study specific requirements at the national level?

Response
nded ltalian Privacy Code

cv A 0

Ame (2024) Article 110, impacting Medical. Biometrical. and Epiddemiological Reaserch paragraph 1. Authorization No. 9/2016 from the

(' 2 ) Processor Information

4/13
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2.4 Where are these parties located?
Response
R&D - Giobal Clinical trials | Clinical
Justification
None

2.5 Do processors have access to patient identifiable data?
Response

A\

NO

Justificabion
Pseudonymized Data Only

26 Processor Assets

2.7 Hosting location
Response

Response

Justification

None

2.8 Other than the named processors and controliers, will the data be shared with anyone eise or another third party?
Response

2.9 Inwhich country will the data analysis be performed?

Response
ltaly

D013
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2.11  How long will the data be retained after the analysis?
Response
he material generated during the study (final report, data analysis) will be stored at the Sponsor’s offices for at least five years after the end of the study or for a
longer period if required by other applicable regulations.

Individual patient data will not be retained.

212 Pumose of data collection

Response
Justification
None

( 3 ) Sub-Processor Information

3.1 Sub-Processors

wiﬁl ODIEN pseudonymized data only on the specific set of variables described in the protocol (annex M3), promoter (PTC therapeutics) will obtain analyzed data
only.

3.2 Inwhich countries are these Sub-Processors located?

Kesponse
Italy

3.3 For each of the vendors, in which country will the data be stored?

response
ltaly

3.4 Does Sub-Processors have access to patient identifiable data?

Response
No

( 4 ) Scope [Privacyl/Legal]

4.1 Which of the following laws are applicable to this activity?
Response

NGy TSI LA TSI VAT | S AJC R G LG TTUVEARA | NSRS

b/13
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Does this activity invoive the transfer of data to your affiliates, subsidiaries or parent entities?
Response

Does this activity involve the transfer of data to any extemal third parties?
Response

Will data be fransferred across intemational borders? Please explain.

Response

Justifcabion
Systems are Global

Will any data be fransferred out of the European Union (EU) / European Economic Area (EEA)?
Response

Justification

Yes, PTC is a Global Company

Are there any other transfers in the context of clinical trials, besides what is included in the framework for the EU-US transfers attached? If unsure, please
Contact the Privacy Office.

Resnonse

Cross Border-Transfer Mechanism(s)
Racnnnen
R&D - Giobal Clinical trials | Clinical
Response
Yes
C——

(_6 ) High Risk Activities

6.1

Does the activity involve new, or innovative uses of, technological or organisational solutions?
Response
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6.2 Does the activily involve the sale of personal data?

Rasponse
O]

6.3 Would you like to answer additional questions about benefits and harms presented by the activity?

Response
D)

ustifcatk
There will be no benefit for individuals but for the whole community of PKU patients and treating clinicians

(7)) Controls

7.1 What controls have aready been implemented to suppart this activity and mitigate risk?
Response
B&E—_Gobd Clinical trials | Clinical
jEUGenwdDahF"t’olsulim:lRegilw'n (GDPR)
Art §(1)(c) :Data

I mini misation

Art. 49(1)(b} : Cross-border transfer - derogations - contract with data
sublect

Art. 46(2)(a) : Cross-border transfer - intemational
law

Art. 14 : Notice - data not obtained from data
subject

Art. 12: Transparency and facilitation of data subject
ights

Art. 6(1)(e) : Legal basis - public
il interest

Arl. 11 : Processing which does not require

Art. 48(1)(f) : Cross-border transfer - derogations - vital
f interests

. ts ;

Ast 9(b) : Spedial categaries - legal
Arl 36 : DPIA prior consultation

Art. 28(1) : Processor - sufficient
uarantees

Art. 13 : Notice - data cbtained from data
subject

Ant. 8(g) : Special categories - substantial public
inerest

Art. 28(5) : Processor - code of conduct or appraved cerification

Att. 5(1)(0) : Integriy and
S ot

At 6(1)(c) : Legal basis - legal
wil-
I

Art 18 : Right to restriction

ton

Arl 26: eme
Art. 5(1)(e) : Storage

Art. 35 : Data protection impact
assessment

Art 21 : Right to object

Art. 49(1)(e) : Cross-border transfer - derogations - le
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Art. 46(2)(e) : Cross-border transfer - Approved code of conduct

Art. 9(a) : Special categories - explicit
consent

Art. 32 : Security of
processing

Art. 28(3) : Processor - contract

Art. 5(1)(a) : Lawfulness, faimess and
fransparen

Art. 46(3) : Cross-border transfer - supervisory authority authorization
Art. 16 : Right to rectification

Art. 24(1) : Technical and organisational
measures

Art. 9(i) : Special categories - public health
interests

Art. 27 : EU representative

Art. 46(2)(d) : Cross-border transfer - standard data protection clauses adopted by supervisory authority and approved by EU
Commission

Art. 34 : Breach notification - data

subject

Art. 24(2) : Data protection

policies

Art. 6(1)(d) : Legal basis - vital

interests

Art. 28(2) : Sub-processor - written authorisation
Art. 45 : Cross-border fransfer - adequa

Art. 30 : Records of processing

activities

Art. 9(c) : Special categories - vital

interests

Art. 37 : Data protection

officer

Art. 33(2) : Breach notification -
controller

: Cross-border transfer - derogations - explici

Art. 46(2)(c) : Cross-border transfer - Standard data protection clauses adopted by
Commission

Art. 5(1)(b) : Purpose

limitation

Art. 8 : Parental

consent

Art. 24(3) : Approved code of conduct or certification
Art. 15 : Right of access

Art. 49(1)(c) : Cross-border transfer - derogations - confract with third-
pa

Art. 28{4) : Sub-processor - contract

Art. 33(1) : Breach notification - supervisory
authoril
Art. 17 : Right to erasure

Art. 6(1)(a) : Legal basis -
consent

Art. 9(h) : Special categories - health or social
care

Art. 20 : Right to data

portabili

Art. 6(1)(f) : Legal basis - legitimate

interests
Art. 9(j) : i egories - archiving, research or statistical purposes

Art. 25 : Data protection by design and by

default
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Art. 6(1)(b) : Legal basis -
contract

Art. 49(1) subpara. 2 : Cross-border transfor - derogations - suitable
safeq

7.2 Are there any additional controls that you would recommend for implementation?

Additional Control Questions

8.1 Please expiin the arrangements to anonymize, archive or destroy personal data and/or samples once the health research has been completed

Response

in the event of the termination of the Agreement in part or in whole, Service Provider shall, within

fifteen (15) days of the request date, send to PTC all Personal Data held by Service Provider on behalf

of PTC, together with all copies in any media of such data. If PTC requests, in a written form, to destroy the same, Service Provider will comply, unless Service

Provider is under legal obligation to retain such data or a part thereof, in which case Service Proy mmediat
Once the study is published. the material generated during the study (final report. data analysis)

8.3 Are measures in place to deny unauthorized persons access to processing equipment used for processing? Please explain.

Response

8.4 Are measures in place to prevent the unauthorized reading, copying, modification or erasure of data media?
Response
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8.5 Are measures in place to prevent the unauthorized input of personal data and the unauthorized inspection, modification or deletion of stored personal data
‘storage control’)? Please explain.
Response

N

Justificaion

I. Ph

8.7 Are measures in place to ensure that persons authorized o use an automated processing system have access only to the persona data covered by their access
authorization? Please explain.
Response

Justiication

Are measures in place to ensure that the confidentiality and integrity of personal data are protected during transfers of personal data or during transport of data
media?

Response
v,
U

Justificabon
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8.11 Are measures in place to ensure that installed systems may, in the case of interruption, be restored? Please explain.

Response
(Vac)

Justificaion
Business Continuity Planning is established to restore availability and access to critical services by all staff ..

8.12 Are measures in place fo ensure that all system functions perform and that the appearance of faults in the functions is reported? Please explain.
Response

Justification

Documented policies, procedures, and processes are checked for validity and updated on an annual basis unless an event that directly conflicts said documents,
at which time they will be updated immediately. Technical, administrative, and operational procedures are in place to provide assurance that all products and
processes are operating as intended.

8.13 Are measures in place to ensure that stored personal data cannot be corrupted by means of a malfunctioning of the system? Please explain.

Response
(Yo )

Justificabon

Documented policies, procedures, and processes are checked for validity and updated on an annual basis unless an event that directly conflicts said documents,
at which time they will be updated immediately. Technical, administrative, and operational procedures are in place to provide assurance that all products and
processes are operating as intended.

8.14 geeasmaawg‘in place o ensure that personal data processed on behalf of the controller can only be processed in compliance with the controller’s instructions?
e explain.
Response
(Yes)

Justification

Data processed will be the minimum of what is needed to perform services that are required. Data access will follow the principle of least privilege so that a user
can only access what they need to perform their primary job function. .

Personal Data processed will be:

1 Adequate - sufficient to properly fulfill stated purpose

I Relevant - has a rational link to that purpose; and

I Limited to what is necessary — only hold the data needed for that purpose.

8.15 Are measures in place fo ensure that personal data are protected against loss and destruction? Please explain.

Response
Justificaton
IT/IS policies/procedures are followed by all personnel.

Physical data storage is in locked area, with entry for authorized personnel only.
Data is protected during transit using HTTPS encryption

8.16 Are measures in place to ensure that personal data collected for different purposes can be processed separately? Please explain.
Response
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————————Assessment notes
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